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REPORT TO: Cabinet 

DATE: 12 September 2019 

PORTFOLIO: Cllr Joyce Plummer, Resources 

REPORT AUTHORS: Mark Townsend, BRCC Systems Manager and 
David Donlan, Head of Accountancy 

TITLE OF REPORT: Payments & Income Management System 
(PARIS) Replacement 

EXEMPT 
REPORT  (Local 
Government Act 
1972, Schedule 
12A)  

No Not applicable 

KEY DECISION: No If yes, date of 
publication: 

 

 
                                                                   
 1. Purpose of Report 
 
1.1 To seek Cabinet approval to waive standing order G7 as to contracts over 

£75,000 to upgrade the Councils’ Payments and Income Management systems. 
The contract will be for a period of five (5) years.  

 
2. Recommendations  
  
 Members are asked to:- 
2.1 To waive contract standing orders G7 (for contracts with a value of over £75,000) 

in not using the open tendering procedure with regard to this purchase on the 
grounds that it represents best value for money for the Council and the timescale 
does not allow a full tendering process. 

           
2.2 Authorise the Deputy Chief Executive to accept the most economically 

advantageous proposal from three quotations and to award the successful 
supplier with a contract for a period of five years. 

 

 
3. Reasons for Recommendations 
 
3.1     The existing software supplier is unable to support the outdated Paris software 

beyond the 12 January 2020 and the tight timescale to implement and test a 
new software system with the same functionality that also meets the 
requirements of the Payment Card Industry Data Security Standard (PCI 
DSS), means that officers have to identify a successful supplier by the 30 
September 2019. 
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3.2  This report refers to the corporate software known as Paris used throughout 
the Council for the collection of debit and credit card payments via the 
Council’s website, mediated payments processed by Council staff over the 
phone and the 24/7 automated telephone service. Additionally the software 
receives and processes all payment files from the Council’s bank accounts, 
Pay Points, Enforcement Agents and the Department for Work and Pensions. 
The processing of these files includes validation and production of separate 
cash files for numerous services and systems in use throughout the Council  
including an interface to the main accounting system. The overall annual 
income that is processed is over £180m, which includes significant amounts in 
Council Tax and business Rates on behalf of the major preceptors, the 
Government, Lancashire County Council, the Lancashire Police and Crime 
Commissioner, and the Lancashire Combined Fire Authority. 

 
3.3     This area of business is subject to the ever increasing demands of the  

Payment Card Industry Data Security Standard (PCI DSS) and the upgrade 
will result in the provision of a fully hosted (by the supplier) solution which will 
meet the required standards and reduce the burden on the Council to 
demonstrate on-going compliance with these requirements through the 
required annual self- assessment process which is required by our Merchant 
Acquirer (Worldpay).The consequences of any data breach could involve an 
imposition of significant fines on the Council, cause reputational damage, and 
even lead to the withdrawal of the Councils’ ability to process debit and credit 
card payments. 

            
3.4   To improve the Council’s PCI DSS compliance and protect both the Council 

and its customers from potential data breaches, it is necessary to upgrade 
both the Payments and Income Management systems. 

 
3.5    Upgrading the Payments and Income Management systems will provide the 

Council with the tools to better consolidate all its payment processes and 
improve compliance to PCI DSS going forward, as well as satisfying a number 
of other business requirements which the current systems do not meet. (a 
schematic of the internal system for handling payments is at Appendix 1). 

 
3.6     Failure to place a contract for a replacement system by 30 September will 

almost certainly place the Council in a position where it cannot accept debit 
and credit card payments from 13 January, 2020 for an unknown period. This 
is a category 1 risk to the Council from a financial and reputational 
perspective. 

 
4. Background 
 
4.1     The Council currently has the following contract in place with Civica UK Ltd to 

collect and manage payments: 
  

 MS/84433 : PARIS Payments System (expires 12/01/2020)  

This contract was formerly with Northgate Public Services (UK) Ltd. 
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4.2      On 31 May 2018, Civica UK Ltd acquired the PARIS Payments System and  
           Income Management System business from Northgate Public Services (UK)  
           Ltd. The contract has been novated to Civica UK Ltd. 
 
4.3      The current Payments and Income Management systems are hosted within 

the Council network. This is used not only by customers making payments but 
by the Council’s Call Centre staff taking payments over the telephone. 

 
4.4    All processes related to handing Cardholder Data (whether technical or 

human) must comply with the PCI DSS, which is a stringent set of 
requirements which must be met to handle payment card holder data properly 
and securely. 

 
4.5    Although the Council’s current Payments system does not store Cardholder 

data, thus satisfying some PCI DSS requirements, Cardholder data is 
processed by the web payments server on Council premises, transits the 
telephony network, transits some of the data network and is processed by 
Council staff taking “Customer Not Present” payments over the telephone. 
Staff using the current Payments system are trained in the handling of 
Cardholder data and there is a call recording pause function implemented in 
the Council’s Contact Centre which prevents payment card data details being 
recorded. However, there are other areas of the Council outside of the Contact 
Centre where payments are taken over the telephone using other solutions 
which include payment processing or chip and pin terminals. 

 
4.6      Information received from our Merchant Acquirer (Worldpay) shows that   

during the 12 months ending July 2018, the Council processed 52,927 
Cardholder Not Present transactions. Of these, 13,637 were processed 
through the Council’s 24/7 automated telephone service and 11,827 were 
received via the internet and therefore are not an issue for PCI DSS 
compliance. This leaves 27,463 as being potential calls that require work to 
assure compliance. 

 
4.7   The proposed replacement solution is cloud hosted and is PCI DSS compliant, 

and includes a PCI DSS compliant telephone (Customer Not Present) solution. 
 

4.8   The successful supplier will support the Council during the installation and 
integration process. 

 
4.9 It is proposed that the three quotations will be evaluated on the following 

weighted basis:  
 

 30% Technical assessment 

 35% Price 

 30% Timescale for Implementation and ‘Go-Live’ 

 5%   Post ‘Go-Live’ ongoing support   
 

4.10 The Council has approved a capital scheme for both income management    
and the general financial ledger system for £100k in 2019/20, which was 
estimated to be approximately 50% of the overall capital costs associated with 
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this project. Owing to the restrictive timescale for replacing Paris, it is no 
longer possible to include the improvements to the financial system within this 
contract.  

 
5.  Main issues and procurement options 
 
5.1     On 12 July 2019, Civica UK Ltd informed the Council that their support for the 

PARIS Payments System would not be extended beyond the duration of the 
current contract which expires on 12 January, 2020. In addition they informed 
the Council that the system would be losing its PCI DSS certification in 
October 2019 although this would not prevent the Council from continuing to 
use the system in the medium term (months). Further to this they also 
informed the Council that the Logic Group who currently process all the PARIS 
transactions would cease to do so from January 12, 2020 unless there was a 
plan to migrate within months to the Civica UK Ltd CivicaPay Payments 
system. A Council commitment to CivicaPay by the 30 September would allow 
the Council to continue to process card payments using the PARIS system 
until the migration of all credit and debit card processing activity to CivicaPay 
is completed. 

 

5.2     Current council payment solutions are not fully PCI DSS compliant, in 
particular the way the council takes Cardholder Not Present telephone 
payments.  

 
5.3     Using current practices, a data breach involving Cardholder data would result 

in the Council being fined and/or potential increased transaction charges. The 
proposed upgrade solution would allow us to significantly reduce these risks 
by removing the need to handle Cardholder data.  

 
5.4     To carry out a full procurement exercise at this point in time bearing in mind the  

contract position with Civica UK Ltd would not be best use of public funds and 
would add significant risk to the Council. It would be expensive, time 
consuming and would be disruptive to the Councils ability to take and collect 
payments. It would delay progress in implementing a system and likely result 
in the Council being unable to accept payments from January 13, 2020 for an 
unknown period of time.     

 
5.5      Awarding a contract for a new Payments and Income Management System 

and on-going support and maintenance for a period of 5 years as outlined in 
this report will ensure that the Council becomes PCI DSS compliant in the 
taking and processing of all types of payments to a schedule that meets the 
Councils’ needs.  

 
5.6    The expected period for implementation of the new software is approximately 

three months with a schedule regarding implementation and transition to be 
agreed as part of contract award negotiations.  

 
5.7     A cross service Project Board has been established and a stakeholder delivery 

group will also be established to deliver the project. 
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6. Financial / Budget Implications 
 
6.1     Prior to the timescales for a replacement Payments and Income Management 

System becoming critical the Council were progressing the project alongside 
the procurement of a replacement corporate General Ledger / Finance system 
(currently eFinancials). This joined up approach was seen as providing the 
Council with a joined up and efficient system and a solid platform for future 
efficiencies. A budget of £100k in 2019/20 has been established by the 
Council for this purpose.  

 
6.2     Implementation of the new system will deliver efficiencies in the following areas 

giving rise to the potential for revenue savings: 
 

 Potential for increased income by providing more flexible payment 
channels and options  

 Reductions in ICT infrastructure and network through a hosted 
service 

 Reduced time spent on annual compliance issues  

 End the risk of fines being incurred because the Council will be fully 
PCI DSS compliant.       

 
6. Alternative Options considered and Reasons for Rejection 
 
6.1 Alternative methods of procuring a supplier were considered not acceptable 

due to the restrictive timescale and the lack of alternative providers beyond the 
three from whom quotations are to be sought. 

 
7. Consultations 
 
7.1     Internal consultation has taken place between representatives of Benefits, 

Revenues & Customer Contact, Finance, ICT and Audit around the 
procurement strategy proposed. 

 
 
8. Implications 
 

Financial implications 
(including any future financial 
commitments for the Council) 
 

As laid out in this report. 

Legal and human rights 
implications 
 

Waiving contract procedure rule G7 in 
not following the open tendering route 
for procurement of contracts over 
£75,000. 

Assessment of risk 
 

The risks identified with this procurement 
are:  
- Any delay in upgrading the Council’s 

Payments and Income Management 
systems beyond January 12, 2020 
could result in the Council being 
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unable to process any debit / credit 
card transactions. 

- Delays in upgrading the Council’s 
Payments and Income Management 
systems to a PCI DSS compliant 
solution will prolong the exposure of 
both the Council and its customers to 
the risk of a data breach.  

- Areas of the Council taking telephone 
payments which are not currently on 
the Council’s telephone system will 
need to change their processes.  

 
- The risk of not moving to a PCI DSS 

compliant system will increase the 
risks of a data breach that could 
occur from the current system. 

Equality and diversity 
implications 
A Customer First Analysis should 
be completed in relation to policy 
decisions and should be attached 
as an appendix to the report.  
 

No adverse or otherwise impacts have 
been identified. 

 
 
9. Local Government (Access to Information) Act 1985: 

List of Background Papers  
 
9.1 Copies of documents included in this list must be open to inspection and, in 

the case of reports to Cabinet, must be published on the website.  
 
10. Freedom of Information 
 
10.1 The report does not contain exempt information under the Local Government 

Act 1972, Schedule 12A and all information can be disclosed under the 
Freedom of Information Act 2000.

http://hyntranet/index.php?option=com_remository&Itemid=80&func=startdown&id=1407
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Appendix 1 
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